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In recent years, the functionalities of applications on smartphones have become
increasingly widespread, such as mobile payment applications that contain
personal privacy information. According to eMarketer's survey, it is predicted that
by 2027, the percentage of people using mobile payments in the United States
will rise from 35.4% of all mobile users in 2020 to 49.4%. However, current
identity authentication systems on smartphones, such as pattern passwords, text
password, etc., are susceptible to malicious individuals stealing passwords
through shoulder surfing when operated in open environments. This can lead to
significant losses due to the unauthorized use of users' mobile payments.
Therefore, the team has developed a behavior-based, non-intrusive continuous
authentication system that minimizes disruption to users' daily activities. This
system aims to prevent users from choosing to disable identity authentication
systems for the sake of convenience. Additionally, it continuously verifies the
user's identity in the background of the mobile system, ensuring that the phone is
in the hands of an authorized user at any given moment. However, as a part of
machine learning, behavior-based authentication systems are prone to
adversarial attacks. Malicious individuals can use impersonation attacks to mimic
user behavior and potentially attack the authentication system. Consequently, the
team plans to focus on the issue of impersonation attacks in this two-year project
to enhance the model's robustness. In the initial research, experiments involving
one victim and one attacker were conducted. It was confirmed that the victim had
weak features that were easily mimicked by the attacker. After removing these
weak features from the dataset, the trained defense model could effectively resist
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the attacker. However, the model still has certain limitations in practical scenario.
Therefore, in the first year, we will expand the scenarios to include one victim and
multiple attackers, aiming to find weak features that the current victim easily
mimicked by all attackers. Subsequently, we will build a model capable of
defending the current victim against multiple attackers. In the second year,
building upon the findings of the first year, the research will extend to multiple
victims and multiple attackers, with the goal of finding weak features applicable to
all victims. This approach aims to enable the model to resist impersonation
attacks from multiple attackers targeting multiple victims, thereby enhancing the
model's robustness.
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