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In recent years, the development of science and technology affects the popularity
of the artificial intelligence. It is applied to many areas where security and
reliability are critical, such as mobile payment and other applications, which may
contain sensitive personal information. According to the statistics provided by the
e-commerce research team eMarket in 2021, the number of people who use the
mobile payment in this modern society has reached 44.6%. Some traditional
authentication methods such as passcode, are prone to malicious attack by
unauthorized users through the activity so-called “Shoulder surfing”. Some
research aim to build a non-intrusive user authentication mechanism based on
user’s behaviour. On the other side, as the artificial intelligence becomes more
complex, the risk of system failures causing significant harm rises. Based on the
preliminary experiments we have conducted, the adversarial attacks have impact
to the authentication mechanism. Malicious users intend to fool the authentication
mechanism by mimicking legitimate users’ behaviours. We called this specific
adversarial attack, an “impersonation attack”.

Based on the aforementioned background, we propose several different
experimental scenarios to build a model, which is robust and reliable against
impersonation attacks from various attackers. In the first year, we are going to
conduct preliminary experiments, to find out the characteristics of the victim,
which is easy to be mimicked by the attacker, through “one victim to one attacker”
scenario. The outcome of the first year will be the confirmation of the existence of
weak features. In the second year, we are going to build a robust authentication
model to protect a specific victim against the impersonation attacks from all
attackers, through “one victim to many attackers” scenario. In the third year, we
are going to improve the usability and flexibility of the model. The model will be
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