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authentication; Impersonation attack; Feature Ranking
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Since the advent of smartphones, with the rapid growth of hardware and software
technologies, smartphones become more important in our daily life, reaching over
4 billion users by 2021. Smartphones are often used to store some private data,
which sometimes may be at risk of being stolen and used maliciously. While
smartphones bring convenience, they are also accompanied by risks, and these
risks have expanded to become information security issues. For example,
methods such as brute force attacks or even shoulder surfing could be adopted
to illegally obtain individual private data. In recent years, our team has utilized
built-in sensors on smartphones to collect user behavioral data to develop a
prototype of a non-intrusive authentication mechanism called “MLock” (Mobile
Lock). The current MLock 3.0 relies on cloud servers to conduct model training
and testing. While the performance measures have reached global standards,
there remains a few engineering challenges before the team is able to turn the
prototype into a product. First, when the user uploads individual behavioral data
to the cloud, the risk of data theft remains. Therefore, model training and testing
need to be developed on smartphones. In order to conduct these processes on
the smartphone, the design of the model must be light to accommodate the
hardware constraint of the smartphones. Next, human behavior evolves over
time. To take the change in behavior into account, the team needs to consider
efficient retrain strategies. Finally, the robustness of any authentication based on
behavioral patterns should be measured against any form of malicious attack
(e.g. impersonation attacks); however, there is a gap in the literature regarding
authentication mechanisms on smartphones. The team plans on addressing the
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behavior changes issue in the first year by developing light-weight retrain
methods. The team plans on addressing the impersonation attack issue in 2nd
and 3rd year. In the 2nd year, the team will find the weak features of a single
victim that easily mimicked by some malicious activity. In order to build a robust
model, team will complete the model built in 2nd year by increasing the number
of victim and attackers to find the most common weak features that might appear
in several victims, and could be attacked by any kind of attackers.
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