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Authentication; Multiple authentication; Online Learning; Transfer Learning;
Domain Adaptation
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With the rapid advances in electronic hardware and the popularity of mobile
networks. It's not only making Smart Devices rise rapidly in the market and
gradually replaced personal computers and laptops but also leads Mobile
Applications to become an important direction of development in software
industry. However, the huge business opportunities brought by mobile
applications have also led to many information security issues. For example, the
mobile payment application. A research team called eMarketer, they estimating
34.9% of smartphone users in 2018 will use mobile payment on smartphone and
also according to the market report, about 60 %-80% of smartphone users will
turn off the security authentication mechanism on their smartphones because of
their convenience. This allows imposters can easily capture or steal sensitive or
private information from the smartphone or even using mobile payment. Which
makes existing personal privacy issues more serious. Therefore, the security
protection on smart devices needs to be enhanced. Our team focus on the
development of the nonintrusive authentication methods based on users’
behavior in the past few years. Besides the authentication accuracy, we found
that the usability and reliability of a smartphone user authentication system also
has to be considered. As an example, it's not proper for requesting user to repeat
the same actions as many times and also makes collecting time too long.
Moreover, the authentication system must automatic update the predicted
models, because the habitual behaviors of the smartphone user maybe change
over time. The authentication accuracy may drop down if the predicted model
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does not keep the latest. In addition, a single behavioral model authentication
mechanism has certain performance limits. As wearable devices will become the
trend of future mobile devices and in order to improve the accuracy of the
authentication system. Smart watches will be imported to provide multiple
authentication mechanisms by combining the wrist behavior of using
smartphones.

Therefore, this project will propose a method for enhancing the authentication
capability of smart device by using various learning strategies for the smartphone
user authentication mechanism, thereby improving the usability and reliability of
the authentication mechanism and increasing the user's willingness to use also
maintain authentication performance.
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