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Smartphone; Behavioral Biometrics; User Authentication; Active Learning;
Online Learning; Domain Adaptation
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With the rapid advances in information and communication technologies,
smart mobile devices, such as tablets, smart phones, and smart watches,
are widely used. These smart devices are often used to store sensitive
personal data. Recent surveys show that more than 60% of smart device
users opt to turn off their user authentication mechanisms due to their
intrusive nature in order to increase usability. We therefore focus on
the development of the nonintrusive authentication methods based on the
users’ behavior in the past five years.

Besides the authentication accuracy, we found that the usability and
reliability of a smartphone user authentication system need to be
considered. For example, in user register stage, the user will be boring
and not want to use the system, if the user is requested to repeat the
same actions as many times and collected time too long. Moreover, the
authentication system must automatic update the predicted models,
because the habitual behaviors of the smartphone user maybe change over
time. The authentication accuracy may drop down if the predicted model
does not keep the latest. In this three-year proposal, we plan to apply
the active learning strategy to improve the model building in user
register stage. In the second year, we plan to apply the online learning
strategy to automatic update the predicted models. We plan to study the
domain adaption of the transfer learning strategy and apply it to reduce
the retraining time of the model updating in the third year.
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