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Since Cloud Computing platform places its services (e.g. application servers and data centers)
at remote sites; therefore, users can access Cloud services through different ways (e.g. Web Service
and Mobile device). Besides, Cloud can provide elastic services which users can change their
services provider and/or hardware/software quota on-demand. This nature of elasticity brings
challenges to the existing information technologies, including security, privacy, fault tolerance,
robustness, load balance, and quality of services. According to our research experience, we find that
the interceptor approach is a commonly used solution to resolve previous issues on distribution
system. We believe that the interceptor approach maybe a promising candidate for the Cloud
Computing platform, which is a system with distributed architecture. However, the current
infrastructure of the Cloud Computing doesn’t support any types of the interceptor mechanism. We
therefore propose to investigate an interceptor mechanism for Cloud Computing. Recently, mobile
embedded systems have become increasingly popular. Nowadays, in Taiwan the number of cellular
phones that each person owns is about 1.59. However, a lot of private information is stored in these
devices, such as short message, multimedia messages, call logs, contacts, voice and geolocation. As
a result, we believe in the near future mobile devices will become one of the major targets of
attackers. This research also focuses on the security issue of one of the most promising mobile
operating systems to protect the private information stored in a cellular phone. Therefore, we will
develop some mechanisms to prevent the leak of private information stored in cellular phone
through utilizing the special properties of mobile devices to control the transmission of private data.
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