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Abstract. This paper proposes a non-intrusive authentication method based on two sensitive 

apparatus of smartphones, namely, the orientation sensor and the touchscreen. We have found that 

these two sensors are capable of capturing behavioral biometrics of a user while the user is engaged in 

relatively stationary activities. The experimental results with respect to two types of flick operating 

have an equal error rate of about 3.5% and 5%, respectively. To the best of our knowledge, this work 

is the first publicly reported study that simultaneously adopts the orientation sensor and the 

touchscreen to build an authentication model for smartphone users. Finally, we show that the 

proposed approach can be used together with existing intrusive mechanisms, such as password and/or 

fingerprints, to build a more robust authentication framework for smartphone users. 

Introduction 

With the advances in nowadays technologies, smartphones are used not only for communicating 

purposes but also for business applications [9,10,11]. Surveys show that smartphones are used more 

frequently for various applications other than telecommunication [9,10]. These new applications raise 

new security issues to smartphone users [6]. The current protection mechanisms of these devices are 

usually based either on PIN codes, passwords, or biometric-based methods [13,26,17,18]. These 

mechanisms are intrusive in the sense and not convenient in frequent use; therefore, most users 

choose to turn them off [14,21,23]. Then, non-intrusive authentication mechanisms are desirable.  
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Recently, many biometric modalities are proposed as non-intrusive authentication methods for 

smartphone users. Derawi et al. and Gafurov et al. proposed a gait-based authentication mechanism 

based on the accelerometer [5,8]. Conti et al. proposed approach by using both accelerometer and 

orientation sensor to authenticate a smartphone user [4]. Surveys showed that smartphones are used 

more frequently for touchscreen applications than for telecommunication [9,10]. Shi et al. presented a 

touchscreen-based authentication system, which was verified via experiments involving 7 users [20]. 

We observe that people tend to have unique ways of holding and operating their smartphones. 

Consequently, we found that the two sensitive apparatus of smartphones, namely the orientation 
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sensor and the touchscreen, are capable of capturing the unique behavioral biometrics while the user 

is engaged in relatively stationary activities, such as holding the device to perform apps. The readings 

from the orientation sensor can represent both the holding posture and hand stability; furthermore, the 

trajectory of the flicking on the touchscreen reveals a user’s habits such as finger agility. This type of 

information can be captured by the touchscreen sensor. In this work, we therefore propose a 

non-intrusive authentication method based on these two sensors. To the best of our knowledge, this 

work is the first publicly reported study that simultaneously adopts the orientation sensor and the 

touchscreen to build an authentication model for smartphone users. 

To model this type of user’s biometrics, 53 new features based on the readings of the orientation 

sensor and a feature vector comprised of 57 components based on the touchscreen-based flick gesture 

are proposed. To evaluate the feasibility of the proposed approach, an app has been implemented to 

collect the biometrics of 20 participants when they operate the smartphones in their hands. For each 

smartphone user, an authentication model is constructed based on the 110 combined features. To 

construct the authentication model, the iterative relief algorithm [22] is used to select and weigh a 

good feature set for each participant and the weighted k-nearest neighbor (WkNN) is used as the 

classification algorithm. Finally, the majority vote based on a few of the classification results of the 

WkNN is employed to improve the authentication accuracy. Our empirical results for twenty 

participants show that the proposed approach has an equal error rate of about 3.5% to 5%. 

At a broad level, authentication mechanisms based on physiological approaches typically show 

better performance than behavioral models [3,7]. Recent studies, however, show that several 

behavioral modalities can be combined to provide satisfactory performance, comparing with 

physiological modalities, such as fingerprints [13,26]. It should be noted that we do not propose the 

proposed approach as a replacement or sole mechanism of authentication but rather as a 

complementary mechanism that can be used to improve security in hand-held devices. Users can still 

use strong biometrics or password explicitly when authenticating for the first time. Then, the 

proposed biometric can be applied implicitly for re-verification in a continuous authentication 

manner. 

Structural modeling and experiment 

The Orientation-sensor-based features. The orientation sensor is a common device of a 

smartphone. It is used to obtain the orientation of a smartphone with respect to three axes, namely, the 

x-, y-, and z-axis. The angles around the x-axis and the y-axis are the pitch angle and the roll angle of 

a smartphone, and the z-axis is referred to the azimuth [16]. In addition to these angles, a combined 

angle w of the pitch and the roll angle is adopted due to the fact that the movement of the wrist and 

forearm are often physically dependent on each other. After analyzing the metrics of the orientation 

sensor and the limitation of wrist motions [15,24], we define the range of measurements for wrist 

motions, such as flexion, supination, and pronation. Accordingly, a total of 53 features are defined for 

the orientation-sensor-based biometrics. 

Touchscreen-based features. In order to represent an effective flick gesture that a user makes 

on the touchscreen, 57 features are extracted from the touchscreen sensor to comprise the feature 

vector for authentication. These features can be classified into 10 groups that reflect various aspects 

of a user’s operating behavior. These feature groups include the distance, path, time, velocity, 

acceleration, curvature, tangential, angle, pressure and size. 

Data collection. The touch gesture of smartphone apps can be classified into several types: 

left-right flick, up-down flick, spread, pinch, etc. We find the first two types are by far the most 

commonly used gestures in all apps. We therefore design an app on Android™ 2.3 platform to collect 

user’s behavioral biometrics of these flicks. To gather experimental data, participants are required to 

have a seat. Once a user’s finger touches the screen of the smartphone, the app continuously collects 

the sensor-based features until her/his finger does not touch the screen for a while. 

System modeling. To construct the authentication model, we use 110 features which are 

directly combined with the features of the orientation sensor and the touchscreen. In the learning 

phase, the iterative relief algorithm [22] is used to select and to weigh a good feature set for each 
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participant. Then, authentication models are trained by using the selected feature set and the weighted 

k-nearest neighbor (WkNN) classifier, which classifies a query sample by the k training samples 

nearest to the query sample. In our experiments, the k nearest training examples around a query 

sample are defined by the Euclidian distance. Since the experimental results with respect to k = 1, 3, 

5, and 7 are similar, we only show the results with respect to k = 5 for simplicity. In the test phase, the 

majority voting [19] is adopted for improving the accuracy of the WkNN. 

Results and discussion 

Experimental results. Twenty participants with varying smartphone experiences and ages 

ranging from 18 to 40 years, joined this experiment to generate two data sets: one is for the up-down 

flicks and the other is for the left-right flicks. These participants used the same smartphone to produce 

a total of 78,888 flick samples for the two data sets. Each participant conducted about 2,000 up-down 

flick samples and 1,800 left-right flick samples. About 3.8 percent of the samples were abandoned 

due to the operation duration being less than 100 milliseconds. In this experiment, the false 

acceptance rate (FAR), and the false rejection rate (FRR) were estimated by the leave-one-person-out 

strategy based on the results of 200 runs. For each run, the training set contained 450 samples, and the 

test set had 500 samples. In addition, for each sample set, the numbers of the positive sample and the 

negative sample were equal.  

Fig 2 (a) and (b) shows the receiver operating characteristic (ROC) curve of the proposed 

approach with respect to the both data sets, respectively, where the FAR, and FRR with respect to 

different threshold limit and the number of classification results for the majority vote are shown. In 

this study, a test sample is classified into the positive if the positive receives two-thirds of the votes. 

We have found that the performance rises when the number of votes is increased as the odd numbers 

1, 5, and 7. The experimental results have an equal error rate of about 3.5% and 5% when the number 

of votes is seven. 
 

    

(a) up-down flicks                                              (b) left-right flicks 

Fig. 2 ROC curves showing the variances of FRR and FAR with thresholds and voting numbers 

 

   

(a) up-down flicks                                               (b) left-right flicks 

Fig. 3 The performance comparison between the single-modality and the multi-modalities 
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To evaluate the effectiveness, we compared the performance of the proposed approach with the 

single modality approaches. Fig 3 (a) and (b) show the performance comparison among the single 

modality and the proposed multi-modalities with seven flicks. The experimental results show that the 

performance of multi-modalities is better than these two single modality approaches.  

Discussion. The applications of the hold-and-operate biometric can include authentication and 

access control. It has been reported that the physiological approaches typically show better 

performance than behavioral models [3,8]. Table 1 summarizes the performance of existing 

biometrics including both physiological ones as well as behavioral ones. The accuracy of the 

proposed biometric is not comparable with the strong biometric modalities such as fingerprints. It 

should be noted, however, that we do not propose this approach as a replacement or sole mechanism 

of authentication but rather as a complementary mechanism that can be used to improve security in 

hand-held devices. Users can still use strong biometrics or password explicitly when authenticating 

for the first time. Then, the proposed biometric can be applied implicitly for re-verification in a 

continuous authentication scenario. 

 

 Table 1. Performance of various biometrics 

Biometrics  Performance, % Participants 

P
h

y
si

o
lo

g
ic

al
 

IRIS
[17,18] 

Fingerprint
[13,26]

  

Palmprint
[18,25]

 

Face
[18]

 

Voice
[18]

 

EER = 0.0259 

EER = 3.2 

EER = 0.19 

FRR = 16; FAR = 16 

FRR = 7; FAR = 7 

n/a 

n/a 

n/a 

n/a 

n/a 

B
eh

av
io

ra
l Signature

[12]
 

Keystroke
[2,4]

 

Mouse
[1,19]

 

Gait
[5,8]

 

EER = 0.99-1.07 

FRR = 4; FAR = 0.01 

FRR = 2.461; FAR = 2.464 

EER = 5 to 9 

94 

154, 32 

22, 15-22 

21 

                                                                                        n/a: not applicable 

Conclusions 

In this work, we have proposed a novel non-intrusive authentication approach based on the 

orientation sensor and touchscreen of a smartphone. In this approach, we define 53 new features 

transformed from the readings of the orientation sensor and summarize 57 features transformed from 

the readings of the touchscreen. We have implemented an app for collecting both 

orientation-sensor-based and touchscreen-based features. The experimental results indicate that the 

proposed approach is feasible since its performance closes to the gait approach. We further have 

showed that the proposed mechanism can be used together with existing intrusive mechanisms, such 

as password and/or fingerprints, to build a more robust authentication framework for smartphone 

users. The current features adopted in this paper are only related to one kind of flick motion of a 

finger, we shall improve the proposed approach by utilizing the adopted features for multiple types of 

flick motion and combination algorithm, in the future. 
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